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�‘‘TRANSACTION-LEVEL MODELING (TLM) has

proven revolutionary value in bringing software and

hardware teams together using [a] unique reference

model.’’1 This quote from Ghenassia and Clouard

in 2005 summarizes the goals of efforts begun

in the 1990s to raise SoC modeling abstractions

above cycle accuracy. The abstractions were to

provide simulation platforms suited to early verifi-

cation of software running on complex SoC archi-

tectures before their availability as actual

hardware platforms. This initial goal of performing

early software integration is more relevant today

than ever. Indeed, the continual increase in feature

size has led the semiconductor industry to favor

flexibility and redundancy through the massive

integration of programmable components. Conse-

quently, increasingly more code is being developed

for all layers of the software stack.

Because of the amount of hardware and software

being integrated and the level of detail required to

check that the entire software stack runs correctly

on the hardware, ensuring that the system performs

correctly is difficult, if not totally unrealistic. The

only viable, though not satisfactory, solution today is

to simulate the entire system (operating system,

application, and so forth) to uncover

as many software and hardware code

problems as possible.

Transaction-level hardware-software

simulation of multiprocessor SoCs

(MPSoCs) requires handling software

execution in some way. Thus, different

strategies have been developed to pro-

vide suitable environments for executing software

code atop a virtual platform. These strategies are

now quite mature, and they fall into a continuum be-

tween raw instruction interpretation of the cross-

compiled code and native execution of the code on

the host. Moreover, these strategies vary in their capa-

bilities of representing the actual hardware, their sim-

ulation speed, and their simulation accuracy. In this

article, we discuss these strategies, as we review

the challenges involved in introducing software and

hardware-software simulation in MPSoCs at the trans-

action level.

Handling software in MPSoC simulations
The software that is finally embedded in an actual

MPSoC platform is the entire set of software layers,

from the application to the lowest-level assembly

code (e.g., task switching and device configuration).

To execute every single software instruction, the most

straightforward strategy is instruction-accurate interpre-

tation, which was introduced in the early 1960s.2 By

relying on the software APIs used in the application

(e.g., standardized operating-system calls), perfor-

mance gains are possible. Thus, it is feasible to

natively execute the application code in a specific
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hardware platform model and to-

tally avoid interpretation.

Figure 1 illustrates the integra-

tion of software within a TLM

hardware architecture. The left

side of the figure represents an

application split in software

layers, and the right side repre-

sents the TLM hardware on

which the software runs. Depend-

ing on the software execution

technique, the simulated soft-

ware includes more or fewer

layers. For the interpretation of cross-compiled code,

all layers are included and loaded into program

memory, so no abstraction is needed. For native

approaches, the execution unit abstracts either the

operating-system layer or the hardware abstraction

layer (HAL),3 by relying on their respective APIs. A

wide variety of methods can be used for this software

execution task (see Figure 2).

Interpretive methods
Software interpretation is the process of transform-

ing instructions from the target processor into instruc-

tions of the host processor. It always requires

decoding an instruction and executing its behavior.

But the time at which decoding is performed and

the manner in which execution is handled can

greatly impact performance. We now briefly review
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Figure 1. Software integration. (DMA: direct memory access; HAL: hardware

abstraction level; ISS: instruction-set simulator; None: no abstraction is needed;

OS: operating-system level.)
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switch (op.code) {
case BL: ...; break;
case ADD:

if (!(instr = insncache(pc))) {

  insn = fetch(pc);
  op = decode(insn);
  switch (op.code) {
  case BL: ...; break;
  case ADD:
     instr.f = execute_add;
     instr.args = fillargs(op);
     break;
  ...
  }
}

if (!(instr = insncache(pc))) {
  while (op != branch) {  
     insn = fetch(pc);
     op = decode(insn);
     switch (op.code) {
     case BL: ...; break; 
     case ADD:
        append(block,
            gen_add(op));
     break;
 ...
 }
}

proc.r[op.dst] =
   proc.r[op.src1] + proc.r[op.src2];
break;
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int f(int a, int b) {
  ...
  c = a + b;
  ...
}

}

instr.f(instr.args); block(); f();
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Figure 2. Software simulation techniques applied to the ARM instruction-set architecture (ISA): instruction-accurate

interpretation (a), interpretive predecoding (b), dynamic binary translation (c), and native code execution (d).

(ASM: assembly; CC: C language compiler.)
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the three techniques that are commonly used for

interpretation. We assume the target code is in a

memory array.

Instruction-accurate interpretation

The decode-and-dispatch method is the most basic,

intuitive approach. The instruction’s binary code is

fetched from the array at an address function of the

program counter and decoded according to the in-

struction format. Typically, the instruction is executed

using one large switch statement on the opcode

(switch threading, as in Figure 2a), or the opcode is

used to index an array of function pointers (call

threading).4 The target processor is represented by a

data structure containing its memorization resources,

and the execution of the behavior reads and updates

these resources. The instruction is decoded and its

behavior executed every time the program counter

points to it, leading to a nonnegligible overhead.

We can improve this approach by using predecod-

ing, which builds a data structure that contains the in-

struction information in a host-machine-friendly way,

in hopes that the instruction will be often reused

and so amortize the cost of building this representa-

tion. Specifically, simulating the access to a register

requires shifting and performing a logical AND oper-

ation on the instruction binary representation; and

then accessing the array that represents the register

file, using as the index the value that has been com-

puted. Predecoding does something very similar the

first time the program counter is reached, but instead

of accessing the array, it saves the array slot’s address

into a pointer (Figure 2b). So, the next time the same

program counter is reached, a simple dereferencing

of the pointer allows access to the register. The prede-

coded instructions can be saved in a specific array, or

simply in the processor’s instruction cache model, if

there is one. In this case, the predecoding occurs

on a cache miss, and the data structure is always cor-

rect on a cache hit. Behavior execution still takes

place one instruction at a time.

The pros and cons of instruction-accurate interpre-

tation are as follows. It is easy to implement, can be

made accurate, and supports simulation of the entire

software layers. It also supports self-generating or

modifying code (necessary, for example, to dynami-

cally link shared libraries), provided the cache and

memory models support coherency. However, it’s ex-

tremely slow and not suited for extensive software-

based validation.

Binary translation

Because nothing more can really be gained at the

instruction level, the next step is to work at a coarser

granularity. Ideally, implementing a static translation

of the entire target program binary to the host binary

would be the most efficient solution. However, this

static binary translation (SBT ) is unfortunately not typ-

ically a solution, because there are many computa-

tions and branches that use indirect accesses to the

memory in which the values are known only at run-

time (e.g., an array of dynamically assigned function

pointers). Therefore, an intermediate granularity level

between a single instruction and an entire program is

a sequence of nonbranch instructions that end in a

branch.

This level is appropriate because if we execute the

first instruction, we are guaranteed to execute all

instructions of the sequence. Technically, it is very

close to the definition of a basic block used in compi-

lation, but in a basic block no other instruction ex-

cept the first one can be a branch target. So, in this

case, this translation unit is called a translation

block. This is precisely the choice that is made in

dynamic binary translation (DBT),5 which translates

the target binary into the host binary on the basis of

each particular translation block (see Figure 2c). As

in predecoding, the translation blocks are cached

and reused when the program counter reaches a

block’s entry address, thus amortizing the translation

overhead.

The pros and cons of dynamic binary translation

are as follows. It is very efficient and is the technol-

ogy of choice for virtualization. In such cases, speed

is the ultimate goal, so there is no notion of accu-

racy compared to the actual processor. However,

DBT is conceptually complex and is challenging

to implement.

Semihosting execution methods

Independent of pushing DBT to its performance

limits, gaining yet more performance requires rais-

ing the software’s abstraction level. Indeed, software

is usually organized as functions that call other

lower-level functions. This organization is well-

accepted, and even often standardized (either in

reality or de facto).

In a typical Unix application, the application

calls the standard library routines, which are them-

selves built atop the Unix system calls. So, if the

operating system is well-designed, it relies on a

Transaction-Level Validation of Multicore Architectures
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HAL to access the hardware.

Semihosting execution, a strat-

egy that had been democra-

tized by the end of the 1980s,

and initially intended to give ac-

cess to the host resources, con-

sists of interpreting all the

target instructions as usual,

except the system calls. In semi-

hosting execution, the simula-

tor (rather than jumping to the

trap handler) checks the system

call number (usually given in a

machine register), transforms

its arguments in the target so that they’re compatible

to the host, and performs the call to the host-

machine-equivalent system call. The result of the

call is then transformed into target-compatible infor-

mation. This strategy can be easily employed for sys-

tem calls. Moreover, at a slightly higher complexity

cost, it can also be applied for the standard libraries

or even at the HAL.

The pros and cons of semihosting execution are as

follows. Owing to the cost of fully interpreting a com-

plex function or a system call, this approach is effi-

cient and leads to high gains in simulation speed.

But its main drawback is in performance evaluation,

in which the time spent on host functions and its side

effects (communication, cache state, etc.) can, at

best, be only roughly guessed.

The semihosting technique can be used by any in-

terpretive method to accelerate the execution of the

functions belonging to standard libraries. As such, it

is a technique that deserves to be known, but it

does not provide a differentiating advantage to any

of the interpretive methods. Therefore, we will not

specifically address it in the rest of this article.

Native execution methods
The most efficient way of executing software is

to compile it directly on the host machine (see

Figure 2d). This poses some difficult problems be-

cause of the potential use of hard-wired addresses,

and requires that the entire code be in a high-level

language (i.e., not assembly code).

The pros and cons of native execution are as fol-

lows. Simulation is fast and well-suited for cases in

which software is well-structured and in an early

phase. For performance evaluation, many researchers

have proposed ways to insert timing annotations into

the source code to estimate execution time, but tim-

ing annotations cannot deal with compiler optimiza-

tions, because they change the code’s structure.

The impact of execution on caches and communica-

tion is also unpredictable.

Comparison of simulation strategies
Figure 3 shows how software can be run in sim-

ulators. Even though there is not an infinite num-

ber of methods, the simulation strategies can be

placed along an execution continuum, from totally

independent of the host but totally dependent on

the target on one end to totally independent of

the target but totally dependent on the host on the

other end.

Intuitively, we can expect the simulation speed

to increase from left to right, and the simulation ac-

curacy to decrease from left to right. Also, using

semihosting calls and native execution makes it

possible to abstract the knowledge of the underly-

ing hardware so that only the software stack’s

upper layers (typically, the application or higher

operating-system parts) need be available. This

lets us simulate hardware-software systems in

which both hardware and software can be in

some preliminary stages, and thus is quite useful

at the transaction level.

Table 1 compares the four software execution

methods in terms of simulation speed, simulation ac-

curacy, and development time, and makes it possible

to execute the entire cross-compiled software. Simula-

tion accuracy is given in terms of instruction count

and wall clock time. The development time is the

time taken to build an execution unit of the corre-

sponding type from scratch (labeled ‘‘First’’ in the

table), or starting from an existing infrastructure
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(labeled ‘‘Reuse’’ in the table). ‘‘Full software execu-

tion’’ refers to the capability of executing any code,

including self-modifying code.

Integration into a TLM environment
Here, we focus on integrating the three software

execution strategies into a TLM environment that sup-

ports the notion of time and targets multiprocessor

platforms, and we present existing solutions to en-

hance simulation accuracy. (Predecoding is an opti-

mization of instruction-accurate interpretation, so

we do not address that separately here.) We assume

the implementation uses SystemC.

Instruction-accurate interpretation

Instruction-accurate ISS (instruction-set simulator)

technology is popular in TLM environments. This is

the simplest technology to carry out, but it suffers

from a low simulation speed and, even if optimized

with call threading or predecoding, remains a bottle-

neck for MPSoC simulation.

The integration of these simulators into TLM envi-

ronments is simple for two reasons. First, all accesses

outside the processor model (memories or device

registers) are explicit and exact in the model and

can easily be forwarded to cache, interconnect, and

peripheral models. Second, all accesses use target

addresses. Thus, the complete simulation platform

handles the same address space, and the target-to-

host address translation is a simple mask inside the

models to index host-allocated data.

Making instruction-accurate interpretation more

accurate in terms of performance estimations is rela-

tively straightforward; it involves adding details of the

underlying processor architecture in the simulation

model. Doing so can reflect the behavior of the pro-

cessor’s internal pipeline by implementing, for exam-

ple, delay slots or register lock-down mechanisms in

the ISS source code.

Timing annotation is not difficult with this technol-

ogy, but each added architectural detail is an extra

burden on the already-low simulation speed.

Dynamic binary translation

As of today, few efforts have been made to use

DBT in a TLM simulation environment. Most of

these efforts have used QEMU,6 a processor emulator

designed for virtualization that uses a portable dy-

namic translator to provide DBT. Two main strategies

have been proposed to integrate QEMU and SystemC-

TLM. In the first strategy, a bridge between the two

simulation engines is built. In the second strategy,

QEMU becomes a common SystemC module via a

wrapper. Before discussing these integrations strat-

egies further and the timing precision they can pro-

vide, let us first consider the DBT mechanisms,

using QEMU.

Figure 4 shows the complete emulation process

using DBT. As Figure 2c shows, this process separates

execution from translation. Indeed, the granularity of

each of these two tasks is the translation block (TB),

a sequence of nonbranch target instructions. The

translation task involves transforming code suited

for one machine (a TB) into code having the same

behavior but suited for another machine (a transla-

tion code block, or TCB). The execution task executes

each TCB. The TCBs are stored in a cache to allow

reusing translations, thus amortizing their cost over

multiple executions. The simulation engine’s main

loop is simple: it checks the existence of a TCB for

the current program counter in the cache, calls the

translation task if no TCB exists, then executes the

TCB and loops back to the first step.

The translation process in turn comprises two

steps: translation and code generation. The first step

transforms the target instruction sequence into a

sequence of micro-operations of the intermediate

representation. This transformation is done on an

Transaction-Level Validation of Multicore Architectures

Table 1. Rough characteristics of the software simulation approaches.

Simulation Simulation accuracy Development time
Full

software

Simulation approach speed Instruction count Time First Reuse execution

Instruction-accurate interpretation Very slow Very accurate Very accurate Simple Easy Yes

Interpretive predecoding Slow Very accurate Very accurate Complex Easy Yes

Dynamic binary translation Fast Not accurate Not accurate Very complex Hard Yes

Native code execution Very fast Not accurate Not accurate Very complex Very easy No
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instruction basis, meaning instructions are fetched

one by one and decoded to produce the correspond-

ing sequence of micro-operations. If the instruction is

a branch or jump, this step ends, and the second step,

the host code generation, begins. This step generates

host instructions for all micro-operations produced in

the previous step.

At this stage, each target instruction can be trans-

lated in several micro-operations, which can in turn

generate multiple host instructions. There is no corre-

lation between the original target instruction flow and

the executed host instructions other than pure func-

tional correctness. Figure 4 gives a simple example

of binary translation of an ARM instruction into

x86 instructions, using the QEMU intermediate

representation.

A bridging-integration technique keeps the simula-

tion engine of QEMU intact and adds the capability

for integrating SystemC models to it.7 With this tech-

nique, a large part of the single-processor system is

simulated using QEMU, and only a small part of the

platform is modeled in SystemC. However, the diffi-

culty is in controlling the evolution of time for the

two simulation engines. The QEMU part of the system

advances at its pace, and, through event sharing,

awakes the SystemC model when needed. The

timed events produced by the SystemC model go

into the QEMU event queue. QEMU then runs until ei-

ther the first SystemC event occurs, or a transaction

targeting the SystemC model awakes the SystemC

model again.

The simulation of MPSoCs with this integration

scheme relies only on the ability of QEMU to emulate

multiprocessor systems. QEMU performs this emula-

tion via a static round-robin scheduling scheme in

which each processor executes one or several transla-

tion blocks in turn. This totally breaks the software

execution’s concurrency and cannot guarantee the

order of accesses to the SystemC hardware models.

One way to solve this issue is to reduce the part of

the system modeled by QEMU so that only one pro-

cessor is modeled by the QEMU process, and then

use the SystemC engine to manage concurrency.

This integration is based on the bridging strategy

and relies on interprocess channels to have both

engines communicate.

The second integration technique uses QEMU as a

standard SystemC module. In this case, the main infi-

nite loop of the QEMU engine is broken to allow start

or pause of the software emulation. The engine is

then wrapped in a module that guarantees the

synchronization of the two engines by calling the

SystemC wait() function, so that the SystemC simula-

tor kernel can have other hardware models progress

in time. The last proposition is based on a two-level

wrapping scheme that permits translation cache shar-

ing between different instances of the QEMU ISS.

Using this sharing scheme reduces the cost of transla-

tion even more and improves simulation speed.

Some of these approaches also target timing-

accurate estimations. In such a case, nonfunctional

micro-operations are introduced at translation time

Target code to intermediate representation translation

Intermediate representation to host code
translation

Yes

Yes
No

No

Instruction

Code generation example:
mov r0, r4 movl_T1_r4

movl_r0_T1

movl esi, 0x10 (ebp)  // @r4

movl 0x00 (ebp), esi  // @r4

Target binary
code (.elf)

Intermediate
representation

Host code
generator TB cache entry

Translation cache
(host binary code)

Fetch Decode Branch? Execute
PC

already
seen?

Figure 4. Dynamic-binary-translation simulation model. (PC: program counter; TB: translation block.)
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in the intermediate representation to enrich the gen-

erated code performing the software’s functional exe-

cution with instructions that, for example, count the

necessary cycles for target instructions execution or

call target cache models.8 This technique even allows

the modeling of dynamic voltage and frequency scal-

ing (DVFS) mechanisms via a simple conversion of

cycles to time based on the current frequency.

The inclusion of these annotations, provided they

have the right accuracy level, lets binary-translation-

based ISSs reach a precision similar to instruction-

accurate ISSs.

Native software simulation

In its most general formulation, native software

simulation targets the direct execution of software

code on the host machine by using a wrapper to con-

nect to an event-driven simulation environment. The

initial proposals suggest encapsulating the applica-

tion code into a TLM module, as if it were imple-

mented as a hardware IP block using a single

thread.9 These solutions are simple but suffer from

two severe drawbacks. First, the simulated code sup-

ports a very limited form of parallelism: coroutines.

Second, because the software code executes in a

hardware module, all data by the software is indeed

allocated within the simulator process address

space and not inside the target platform’s memory.

There is no way for a platform device to access a

buffer allocated by the software if the buffer is not vis-

ible to it. Even if the buffer is visible to the platform

device, the addresses of the simulated platform

have no relationship to the addresses of the simulator

process. This approach is clearly not suitable for sup-

porting legacy code; thus, other proposals have

emerged to solve both issues.

Seeking better concurrency support has led to

the real-time operating system (RTOS) modeling

approach.10 The aim of this approach is to provide

an implementation of a lightweight operating system

using the simulation environment’s event-based prim-

itives, so each software task becomes a hardware

module. The modeled RTOS relies on the hardware

simulator’s scheduler rather than that of the RTOS,

even though some have proposed changing the hard-

ware simulation kernel for this purpose. Some simple

ad hoc kernels have been modeled using this

approach, but the associated experiments required

rewriting the application code, thus preventing this

approach’s use on legacy code.

Neither approach targets dynamic task creation

or thread migration support between processors,

both of which occur on symmetric multiprocessing

(SMP) platforms that have recently appeared

in SoCs. A few approaches have been proposed

to solve this issue. These approaches rely on the

definition of a thin HAL that must be used for all

hardware-related accesses. This layer is imple-

mented in a simulator wrapper that includes a sim-

ulator thread per processor, called a processing

element (PE). Each HAL function call is performed

in the context of its PE, assuming all PEs belonging

to the wrapper share the operating-system code and

data structures. Because the context-switching func-

tion belongs to the HAL, software thread migration

is possible.

Correct handling of memory accesses is another

challenge facing native software simulation. Native

compilation of software implies the concurrent exis-

tence of two distinct, incompatible memory map-

pings: the platform memory mapping (which is

defined by the hardware designers and used by the

platform interconnect’s address decoder at simulation

time) and the simulator memory mapping (which is

shared between the simulator process and the

natively compiled software stack). Hardware-software

interactions, such as programming a direct memory

access (DMA) module with the address of a buffer

allocated by the native software, simply will not

work if this issue is ignored. Two main classes of sol-

utions have been proposed: address remapping and

address space unification.

Simple remapping techniques perform address

conversion between the target address space and

the simulation process address space for I/O

accesses identified by the use of specific primitives.

Remapping does not solve the issue of external ac-

cess to natively allocated buffers, however. More

complex remapping strategies rely on the fact that

a host operating-system exception will be raised

when a bad virtual address is accessed by the soft-

ware.11 The idea is to use the host operating system

to mark the set of memory pages that are valid in

the target platform as invalid in the host. Any access

to these pages will raise an exception that the simu-

lator can trap and handle. There could be perfor-

mance ramifications of this technique if many

exceptions are raised, and the technical aspects of

handling overlaps between both memory spaces re-

main a problem.

Transaction-Level Validation of Multicore Architectures
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Unification relies on the use of a unique mem-

ory mapping for the software and hardware com-

ponents of the native simulation environment.

The simulator process mapping is selected for

this purpose because it is also the one used by

the simulated software stack. Unification requires

modifying the base addresses of memory sections

and device registers in the software stack at the

simulation’s start time via mandatory external sym-

bols in the hardware models. The drawbacks are

the modification of the simulation models to

build the unified memory space, the addition of

a specific linking stage that is visible to the user,

and the necessity for an operating-system port on

the native HAL��all of which add significant

overhead.

Native approaches can provide application and

operating-system timing information by embed-

ding simulator wait statements into the software

code. However, most compiler optimizations

lead to executable code whose execution paths

are not isomorphic to those of the source

code. Source-level annotation is, therefore,

intrinsically inaccurate, giving at best rough run-

time estimates.

One solution to guarantee the isomorphism of the

execution paths is to decompile the target binary into

C and annotate it accordingly. However, because

some semantic information is lost at code generation

time, handling all address-related operations is a com-

plex process.

More innovative approaches rely on the inter-

mediate representations used by retargetable com-

pilers.12 Such representations, usually some

forms of bytecode, contain all the semantic infor-

mation and are used throughout the compilation

process, including the optimization phases

(see Figure 5).

The idea is to run the compiler as if the code is to

be generated for the target, including compiler opti-

mizations, but rather than emitting assembly for the

target (right side of Figure 5), either emit it for the

host (continuous path on the left side of the figure)

or generate C and compile it for the host (dashed

path on the left side of the figure). An annotation

pass analyzes the target code and inserts calls to an

Sources
C/C++, ...

Compiler
front end

Target
back end

Code
emitter

Code
emitter

Native object

Native
back end

Equivalent CFG Target objectNative object

C compiler

C generation
back end

Intermediate
representation (IR)

Target-aware
IR

Annotated
target-aware IR

Annotation
pass

Figure 5. Annotation strategies. The normal use of the intermediate representation is the target object

code generation (right side of the figure). Because it represents the actual control flow of the target

program after all optimizations, it can also be used, once annotations have been inserted, to emit

host object code that will behave exactly the same as the target object code (left side of the figure).

(CFG: control flow graph.)
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annotation function at the beginning of each basic

block in the target-aware intermediate representation

(IR). This annotated IR is then used to generate a na-

tive binary object, which has a control flow graph

(CFG) equivalent to that of the target object and

can be simulated on the host machine. The values

to be added as annotations depend on the processor

architecture for the instructions that do not access

memory or I/Os, and on the platform for those

that do.

As in binary translation, annotations make it possi-

ble to reach an accuracy close to that of instruction-

accurate ISSs. The main source of inaccuracy comes

from the host HAL calls, for which only static timing

can be estimated.

THE CHOICE OF ONE software execution strategy over

another is mainly dictated by the type of information

that the entire MPSoC simulation is expected to pro-

vide and the maturity level of software and hardware

development. Native simulation is well-suited to the

development of the software stack’s upper layers,

for which it can provide accurate performance results

at a high simulation speed by using fairly complex an-

notation strategies. Cache and memory system time

models are coarse because some accesses are hid-

den in the lower software layers and because at

least some accesses use host addresses. Adding tim-

ing annotation leads to a simulation speed reduction

of approximately one order of magnitude. Native

simulation relies on an implementation of the lowest

software layers by a simulation model, so it cannot

cope with assembly-level software nor execute self-

modifying code.

DBT can execute an entire software stack, thus

making it possible to obtain accurate performance

estimates for this stack. Moreover, memory subsystem

modeling can be detailed because all accesses are

identified and target addresses are used. The simula-

tion speed is close to the raw native simulation speed

when no memory hierarchy is modeled; it is around

two orders of magnitude lower when exact cache

models are used.

In the context of processor design, when

the instruction-set architecture (ISA) evolves,

instruction-accurate interpretation will be far

easier to use, both for adding instructions and

debugging the software that makes use of them.

However, the simulation speed, still several times

lower than the most accurate DBT solution, will

intrinsically limit its use to low-level software

validation. �
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